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COde COverage IntrOdUCt|On EMBEDDED TOOLS & SOLUTIONS

Number of items exercised

Code coverage =
Total number of items

Code coverage = Structural coverage




Tool for Reference > TESSY

B Unit / module / integration testing of emb
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Coverage In Standards

'LEc 61508 | 150 26262 | DO-178
x

x x

x

Modified Condition / Decision X X X
Coverage (MC/DC)

Entry Point
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B In C, functions are entry points ("Eingangspunkte”)

Test Cases Result

Hitex-E1

Hitex-Examples
Coverage
Examples
EntryPoint
Folder1
A+B
1 f1A - 1 of 1 passed v
2 f2A - - ]
3 f3A - 1 of 1 passed g
4 4B - 1 of 1 passed v
5 58 - toftfaled
6 6B - 1 of 1 passed v

-
o
3
)
=
o
e

a8 faC - 1 of 1 passed v
9 fac - 1 of 1 passed v
Folder2 100 % 2 of 2 passed v

D 100 % 2 of 2 passed v

10 10D - 1 of 1 passed v
11 f11D - 1 of 1 passed v

Statement
Coverage, Frank Buchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 7
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B Statement coverage ("Anweisungsuberdeckung”)
O Statement coverage is a weak measure
int func(int decision) C::)
{ 1

int a = 0;

1f (decision)
{ <>

a = 1;

}

return 1 / a;

}

3 Staternent (C0) Coverage
Total Coverage: 100.00 %5

Test Case / Test Step
1(1)

What happens, if decision would eva Jate to false?
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B Branch coverage (*Zweiguberdeckung”)

if (decision)

decision == false
“else"™ branch

decision == true
“then™ branch

O More relevant than statement coverage

Again!
Coverage, Frank Blchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 9
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B Branch Coverage for the previous example

int func(int decision)

{

int a = 0;

1f (decision)

{

S

a = 1;

}

return 1 / a;

ﬂ Branch (1) Coverage ﬂ Statement (C0) Coverage
Total Coverage: 50.00 %

Test Case / Test Step Coxerage
B 1) 50.00 %

Shortcomings
Coverage, Frank Blchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 10
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B Shortcomings of branch coverage
int func{int A, int B)

1
int a = 0;
1f (A && B)
1
a =1 = B;
s
el=se
1
a = 2 * B;
I
return 1 - a; IIIEIII
} EN T
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B Shortcomings of branch coverage
int funec(int Z, int B) (::)

{ 2
int a = 0;

if (L && B) 1<:>1

return 1 / a;

}

Two test cases yield 100% branch coverage! What happens, if B is false?
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B Decision coverage (“Entscheidungsuberdeckung”)

if (decision)

decision == false
“else™ branch

decision == true
“then™ branch

B Similar to branch coverage

Relation
Coverage, Frank Blchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 13
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B Relation between Branch Coverage and Decision Coverage

100% branch coverage 7/100% decision coverage

Branch coverage '= Decision coverage




L. hitex s
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B Condition coverage ("Bedingungsuberdeckung”)

O Reveals, if all conditions (i.e. atomic decisions) in a decision
affect the outcome.

decision

it ((A[lB)&&(C|[!D)))

conditions =
atomic decisions

O Logical operators: AND, OR



Modified Condition / Decision Coverage hitex s
(MC/DC) EMBEDDED TOOLS & SOLUTIONS

B Modified Condition / Decision Coverage (MC/DC)
(“Modifizierte Bedingungs-/Entscheidungsuberdeckung®)

O Each condition requires a pair of test cases, that
1. Differs in the Boolean value for that condition, and
2. Has the same Boolean value for all other conditions, and
3. Produces true and false in the outcome of the decision

O n conditions require n + 1 test cases
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B Two methods of calculating MC/DC

AB|C| A&& (B || C)
1[f] -] - F
21t | f F
3/t f|t T
4 tt] - T
?120
2100
T 80 7
G 60 / —e—test case pair
54 / counting
0
LD) 20 / test case
g X - / | | counting

1 2 3 4
Number of test cases executed
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B Branch Coverage measured by TESSY

int func(int decision)

{

int a = 0;

1f (decision)

{

S

a = 1;

}

return 1 / a;

3 Branch (1) Coverage 3 Statement (C0) Coverage
Total Coverage: 50.00 %

Test Case / Test Step Coxerage
B 1) 50.00 %

Spillner
Coverage, Frank Blchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 24
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B Branch coverage according to [Spillner 2012], p. 152

® IF-Anweisung mit leerem ELSE. ... Der THEN-Teil besteht aus
zwei Zweigen und einem Knoten, der ELSE-Teil nur aus einem
Zweig ohne Knoten (ohne Anweisung). Insgesamt besteht ein IF-
Statement mit leerem ELSE-Teil somit aus drei Zweigen. Wird
nun der Testfall true ausgefihrt, sind zwei der drei Zweige
iberdeckt, also 66% Uberdeckungsgrad sind erreicht.

Three branches:
One test case = 66% branch coverage!
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B TESSY measurement is based on “primitive” branches
B Primitive = essential

B Either #1 or #2 is not primitive

1 <O S Two primitive branches:
| One test case = 50% branch coverage!
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B Names are misleading / ambiguous

| [SPILLNER] |  [BEIZER]

Statement coverage CO C1
Branch coverage C1 C2
[SPILLNER] T [LIGGESMEYER]
Condition determination = Modified Condition / Decision
testing Coverage (MC/DC)
Definierter Bedingungstest / = Modifizierter Bedingungs- /
Minimaler Entscheidungsiberdeckungstest

Mehrfachbedingungstest
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B Code coverage should be measured during unit testing

volid f1l (void)
{

int *pi;

pi = ...
if (NULL '= pi)
£2(pi);
}
int f£f2{(int *pi)
{
if (NULL == pi)

return ERR_HULL_POIHTER;
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B Code coverage is insensitive to calculations

long double sinus(long double x deq)
{

int i;

long double temp, x rad;

int sign = -1;

x rad = x deg / 180 * pi ;
temp = x rad;

for(i=3; i<=(MAX FAC-2); i+=2)

{
temp += sign * pot(x rad,i) / fac(i);
sign *= -1;

}

return(temp) ;

}

One test case with input x_deg = 0 yields 100%



. hitex s
Om ISSIOnS EMBEDDED TOOLS & SOLUTIONS

B Code coverage does not detect omissions

long double sinus(long double x deg)

{
int 1i;
long double temp, x rad;
int sign = -1;

while {x_deg >= EGD}H_deg -= 360;

x rad = x deg / 180 * pi ;
temp = x_rad;

for (i=3; i<=(MAX FAC-2); i+=2)

{
temp += sign * pwr(x _rad,i) / fac(i);
sign *= -1;

}

return (temp) ;



hitexs
TeSt Cases from the COde EMBEDDED TOOLS & SOLUTIONS

B Test cases for 100% shall not be derived from the code

0 Will not find omissions
0 Assumes the code as correct > needs test oracle

0 Not recommended by standards

Methods ASIL

A B C D
1a Analysis of requirements ++ ++ ++ ++
1b Generation and analysis of equivalence classes + ++ ++ ++
1c Analysis of boundary values + ++ ++ ++
1d Errar guessing + + + +

ISO 26262:2011, part 6, table 11

B Not recommended
—Randem
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B Code coverage does not measure the quality of the test cases

Beware of fool’s gold!

B Test case quality is measured by mutation testing (= error
seeding)

Any questions?
Coverage, Frank Blchner, June 2016 Copyright © Hitex GmbH 2016. All rights reserved. 37
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B Mutation testing = Error seeding

int lower limit = 10;
int boundary = 35;
int upper limit = 50;

if ((lower limit <= vl) && (vl < boundary))
return categoryl;

Mutations
int lower limit = 10; - Different constant
int boundary = 23, . :
int upper limit = %; - Different variable

if {((M9ags limit <] v1) [[] (vl <§ boundary)) - Arithmetic
return categoryl; .
- Logic



MC/DC error detection rate

B Case study from the automotive domain [KANDL]

Detected Detected Detected
MC/DC [%] Value_ Varlal_ale Name Opergtor

Mutations [%] | Mutations [%0] Mutations [%0]
92 (= max) 100 78 92

hitex s
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