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| et's start with some code...

public class Server {
private String memory;
public Server (String username, String password) {

this.memory = this.hashCode() + " ;user=" + username + "&password=" + password + ";" + this.getClass () .getName() ;

public String heartbeat (String payload, int length) {
memory = "pl=" + payload + memory;

return memory.substring (3, 3+length);




...and a corresponding unit test!

@Test

public void testHeartbeat () throws Exception {
Server server = new Server ("bjoern.kimminich", "s3cretl23!");
String payload = "1100101";
String reply = server.heartbeat (payload, payload.length());

assertEquals (payload, reply);




It passes with flying colors...

[| ServerTest - 4
¥ U2 Z =4 4 » Donei1of1(n0,0079) HNRRNNNNRAN AR AR

GO 4 || D:\Developmentidavaljdkl.7.0_31\bin\java ...

(8 testHeartheat i

Proceas finished with exit code O

* |ﬁ@.|‘7§




... and achieves 100% code
coverage!




Nothing could possibly go wrong!




How about adding another test?

@Test

public void testHeartbleed() throws Exception {
Server server = new Server ("bjoern.kimminich", "s3cretl23!");
String payload = "1";
String reply = server.heartbeat (payload, 64);

assertEquals (payload, reply):
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=— M} ServerTest (de.kimminich.heartbleed)
(88 testHeartbeat
() testHeartbleed

%t Done: 2o0f 2 Failed: 1(n 0,0115)

D:\DevelopmentiJavatjdkl.7.0 51\bin\java ...

org.junit.ComparisonFailure:

Expected :1

Aotual 11111608098 ;user=bjoern. kimminichspassword=s3cretl23! ;de.kimminic
<Click to ses differencer

+ =2 internal calls>
+ at de.kimminich.heartbleed.ServerTest.testHeartbleed (ServerTest, Javasr23) <23 internal calls>

Proceas finished with exit code -1




Finding Bugs in Open Source Software




Infeasible
with remote
development

Occasionally
during
Hackathons

Peer Review

Pair Programming

Developers
review each
other

Hard to
organize

properly

Committer Review

Not everyone
has commit
rights

Senior
developers
review
contributions
before merge
Into master

HOW TO MAKE A
GOOD CODE REVIEW

A

geek & poke

AT LEAST WE
DON'T NEED TO

OBFUSCATE IT
BEFORE
SHIPPING

L

RULE 1: TRY TO FIND

AT LEAST SOMETHING

POSITIVE

Cartoon: Geek & Poke
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Static Code Analysis

Popular Open Source Tools

FindBugs CheckStyle PMD Sonar

A 4

Find code smells and potential programming errors...

...but miss a lot as well ...0r produce false positives

A 4

Some commercial Tools might be more powerful...

...but are typically not affordable for OSS projects

Cartoon: Geek & Poke
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PROJECT MANAGEMENT MADE EASY

Testing —

Penetration Integration
Tests Tests

geek & poke

BUGS FOUND / PAY

Load/Stress
Tests

SLOW DOWN
TESTING!

TEST MANAGEMENT

Cartoon: Geek & Poke
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Test Pyramid

Source: WatirMelon
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Test Ice-Cream Co ,o
&

Source: WatirMelon
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Photo: Tortured Mind Photography



https://www.flickr.com/photos/pdamsten/

Testing Border & Exceptional Case

@Test (expected = IllegalArgumentException.class)
public void shouldThrowExceptionOnMissingBaseUrl () { URLResolver.resolveUrl (null, "notNull"); }

@Test (expected = IllegalArgumentException.class)
public void shouldThrowExceptionOnMissingRelativeUrl () { URLResolver.resolveUrl("notNull", null); }

@Test
public void shouldAppendRelativeUrlToBaseUrlHost () {
assertThat (URLResolver.resolveUrl ("http://www.abc.de", "/xy/z"), is("http://www.abc.de/xy/z"));

@Test
public void shouldInsertSlashBetweenBaseUrlAndRelativeUrlIfMissing() {
assertThat (URLResolver.resolveUrl ("http://www.abc.de", "xyz"), is("http://www.abc.de/xyz")):;

@Test
public void shouldReplaceLastPartOfUrlPathFromBaseUrlWithRelativeUrl () {




No Assertions

public void testAllMethods () throws Exception {
// create a user to test Anonymous

String accountMName = ESAPI.randomizer().getRandomString (8, EncoderConstants.CHAR ALPHANUMERICS) ;

Authenticator instance = ESAPI.authenticator():
String password = instance.generateStrongPassword() ;

// Probably could skip the assignment here, but maybe someone had
// future plans to use this. So will just suppress warning for now.
/unused/
User user = instance.createUser (accountName, password, password):

// test the rest of the Anonymous user
try { User.ANONYMOUS.addRole (null); } eatch( RuntimeException e ) {}
try { User.ANONYMOUS.addRoles (null); } catch( RuntimeException e ) {}

try { User.ANONYMOUS.changePassword(null, null, null); } catch( RuntimeException e )

SE L] RS

try { User.ANONYMOUS.getAccountName (); } catch( RuntimeException e ) {}
try { User.ANONYMOUS.getAccountName (); } catch( RuntimeException e ) {}




APl Tests

O Groovy Junit O Spock O JUnit3 @ Junitd

[DesktopUtilsUnitTest

|
=

Iorg.zaproxy.zap.utils

=]

[[] setup/@Before
[[] tearDown/@After

[] show inherited methods

Member

openUrlinBrowser(uri:URI):boolean
openUrlinBrowser{uri:String):boolean
openUrlinBrowser(uri:URI):boolean

canOpenUrlinBrowser():boolean




cenario Tests with BDD

@Test

public void compressedResponseBodyShouldBeDeflatedIntoApiResponse () throws Exception {
given(responseHeader.getHeader(HttpHeader.CONTENT_ENCODING)).willReturn(HttpHeader.GZIP);
given (responseBody.getBytes ()) .willReturn (gzip (new byte[] {97, 98, 99})):

ApiResponseSet response = ApiResponseConversionUtils.httpMessageToSet (0, message);
assertThat (response.getValues (), hasEntry("responseBody", (Object)"abc"));

@Test

public void brokenCompressedResponseBodyShouldBeStoredAsStringRepresentationInApiResponse () {
given(responseHeader.getHeader(HttpHeader.CONTENT;ENCODING)).willReturn(HttpHeader.GZIP);
given (responseBody.getBytes ()) .willReturn (new byte[] {0,0,0});

ApiResponseSet response = ApiResponseConversionUtils.httpMessageToSet (0, message);

assertThat (response.getValues (), hasEntry("responseBody", (Object)responseBody.toString()));




Benefits of well-crafted Tests for OSS




A suite of automated regression tests helps
finding defects resulting from code changes

New contributors do not have to fear
touching old code...

...neither do long-time committers after a
longer vacation!
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ISN'T IT A GREAT
FEELING WHEN Yol
FINALLY GET YOLIR OWN
CODE, YOU'VE WRITTEN
MONTHS BEFORE?Z

Cartoon: Geek & Poke
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AND THIS IS
JIM, OUR NEW
DEVELOPER

GREAT!
DOES HE

ALREADY KNOW
ANYTHING ABOUT
OUR SYSTEM?

External and Javadoc documentation tends to rot -
quickly and becomes obsolete or even misleading
Tests that get outdated tend to break, so they have
to be fixed resulting in updated documentation

Well-written tests document the intended behavior
of a class or component

Even if the production code is hard to
understand, a good test can help to fill this gap

Cartoon: Geek & Poke
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1H92

ARE YOU SURE
THAT THIS IS
INDIA,
CHRISTOPHER?

Writing tests before the production code is even
better than just documenting existing code

Consequent TDD / BDD will let the Tests

become the actual specification of the program's
Intended behavior

Failing tests indicate that the specification is not

DIDN'T YOU READ THE

met yet (or any more) IoNT YOl READ TH

Cartoon: Geek & Poke
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IT'S CRUCIAL TO
FIND A GOOD NAME
FOR YOUR CLASS
WHICH REVEALS ITS
PURPOSE

Well maintained, documented and
tested projects are safer and more
fun to contribute to

Nobody likes working on an

untested piece of unreadable code
(especially in their free time)

NAMING IS KEY

Cartoon: Geek & Poke
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Truck Factor++

How many project contributors could be
fatally hit by a truck before the project
perishes?

The lower the number, the more volatile
the project as it relies on individual experts

The number can be increased by
spreading knowledge and lowering entry
barriers

RECENTLY ON MARS

CURIOSITY KILLED THE CAT

Cartoon: Geek & Poke
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Introducing Unit Tests to OWASP ZAP




Easy-to-use | gcates vulnerabilities in web

integrated e
oenetration-  applications

testing tool

Helps building secure apps
OWASP Flagship Project

Programmed in Java with javax.swing Ul



How to contribute to ZAP?

Develop core features nitps:/icode.google.com/p/zaproxy/

Develop addons https://code.google.com/p/zap-extensions/

Help with translation https://crowdin.net/project/owasp-zap

Promote ZAP

https://code.google.com/p/zaproxy/wiki/ZapEvangelists



ZAP Truck Factor <2

12 Month All Time Primary . "
Name Kudos 3 5 5 Year Trend First Commit Last Commit
Commits Commits Language
Simon Bennetts | PO STRO 5
rekalds (9) 693 1607 e "I il “J.J_lr .!.LM”«.LI Java over3yearsago  6daysago
I THC...@gmail.com (8) 438 718 iarcaiin ] UIV'_Hr ‘IL!!NIJ"LI Java over2yearsago  6daysago
I | almost 2 years
@® 29 241 i .Jy‘-‘l_lf Ll Java o 8 days ago
colm.p.o...@gmail.com o
i i almost 2 years
I Cosmin Stefan Dobrin (8) 127 136 S y\I!I. u'm!mtlaoa'; Jav oSt years 25 days ago

I yha...@gmail.com (8) 176 176 e e il II Java 10monthsago 26 daysago

Bjorn Kimminich

o
L=

8

40 97 s 3 ) ~~||y| Lo Java over 1 year ago 30 days ago

. I
maw...@ymail.com i} 76 . . " . Java about3yearsago over1year ago

70poi...@gmail.com 74 74 oy I | Java 4 months ago 8 days ago

® & yoar commit court

desousa.vitor 67 e I Java about 2 years ago  about 2 years ago

leandro...@talsoft.c... i} 59 . . . ,lL. . Java over 1 year ago over 1 year ago

a.c.neumann

8 8 8 8 8
i
g.
&

o 57 T Yoo . Java over 3yearsago  about 1 year ago

Source: Ohloh


https://www.ohloh.net/p/zaproxy/contributors?query=&sort=commits
https://www.ohloh.net/p/zaproxy/contributors?query=&sort=commits

Starting from zero Unit Tests




Separate Test Project

O Zaproxy

OWASP ZAP: An easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Q zap-extensions '
OWASP ZAP Extensions

P zaproxy-test

Test code for the OWASFE Zed Attack Proxy




ZAPSs first Unit Test

package ch.csnc.extension,util;

we

* lnit teat for {RI1ipk ch.canc.extension.utli.fncodingl.
.

* Rauthor bioern.kimminichigex. de

public class EncodingUnitTear |

RTest
public woid shouldConvertDatalntoCorrectBase64String() (

assertThat (Encoding. basesdencode ("Hello World".getBytes({)), ls{equalTo("SGVabGBgV2IybGQ=")));
)

ATgat
public void shouldConvertBaseé4StringIntoCorrectbata() {
assertThat (Bncoding. basebfddecode (" S6VabGEgV29yb6a="], is{equalTo("Hello World'.gatBytes())));

BTeatr
public void shouldConvertDatalntoCorrectHexString() (
assertthat (Encoding. toHexString{"Hello World™.getBytes()), is(equallo{"48656c6c6£20576£726c64"))):

Pleat
public void shouldConvertStringintoCorrectMD3Hash{) (...}

BTaat
public void shouldConvertStringintoCorrectSHaHash({) (...}

ATest
public void shouldConvertStringIntoCorrectRotl3Cipher{) (...}




Adding some more Show Cases

Version Control Folder zaproxy-test History

o Version ] Date ] , Author |  Copy |  Merge Sources | - . - . . Commit Message
= 42 03.12.2012 03:09 bjoern.kimm... Updated to latest junit version

- A1 03.12.2012 03:02 bjoern.kimm... Moved existing tests from zaproxy into zaproxy-test...

o 02.12.2012 23:58 bjoern.kimm... Added (partial) test for TokenRandomStream

r}:l| 38 02.12.2012 01:10 bjoern.kimm... Added top-level test suites

= 33 30.11.2012 23:08 bjoern.kimm... Added RFC 1808 compilance tests for URLResolver

32 30.11.2012 23:04 bjoern.kimm... Fixed waiting period into something more reliable
Eﬂ 24 28.11.2012 00:40 bjeern.kimm... Removed non-test lib, Production libs are te be inherited from zaproxy and zap-extensions directly (using yo!
W 14 26.11.2012 10:34 bjeern.kimm... Code cleanup (removed imports not needed right now)
2 13 24.11.2012 22:33 bjoern.kimm... Fixed typo
24.11.2012 22:33 bjeern.kimm... \dded ContextAuthUnitTest
23.11.2012 2 ern.kimm... \dded and prepared NullComparatorUnitTest
23.11.2012 22:28 ern.kimm... .dded and prepared Cont
23.11.2012 22:02 ern.kimm... ! fo il Knowledge Base entries...
22.11.2012 05:10 bjoern.kimm... Prepared most o us test cases for Kb class
21.11.2012 21:07 bjoern.kimm... Removed nasty characters
21.11.2012 13:02 bjoern.kimm... Added tests for all methods of Encoding class
21.11.2012 12:43 bjoern.kimm... Added unit test for Enceding class
4 20.11.2012 13:57 bjoern.kimm... Removed zap.jar. zaproxy-test must depend on zaprowy/zap-extensions projects via IDE classpath settings
3 20.11.2012 13:35 bjoern.kimm... Added libraries and existing unit tests from zaproxy
2 20.11.2012 13114 bjoern.kimm... Added .classpath and .project to svnignore
1 20.11.2012 10:21 Initial directery structure.



Separation into Test Suites

f# Package Explorer [&‘u JUnit 5231
Finished after 1,358 seconds

Runs: 58/58 (7 ignored) B Errors: 0

F

fi:] org.zaproxy.ZapAllTestSuite [Runner: JUnit 4] (1,108 s}|
4 fii] org.zaproxy.zap.ZaproxyAllTestSuite (1,108 s)

4 fi] org.zaproxy.zap.ZaproxyUnitTestSuite (1,108 s)
i Et) org.zaproxy.zap.spider.URLResolverUnitTest (0,000 s)
1 Hi ch.csnc.extension.httpclient. AliasKeyManagerUnitTest (0,391 s)
i Etl org.parosproxy.paros.core.scanner.UtilUnitTest (0,515 s)
i Etl org.zaproxy.zap.spider.URLResolverRfc1808ExamplesUnitTest (0,000 s)
1 Hi ch.csnc.extension.util. EncodingUnitTest (0,000 s)
» Ht org.parosproxy.paros.core.scanner.KbUnitTest (0,109 s)
- fi org.zaproxy.zap.model.ContextUnitTest (0,062 s)
i Hi ch.csnc.extension.util. NullComparatorUnitTest (0,000 s)
- Hi org.zaproxy.zap.extension.auth.ContextAuthUnitTest (0,031 s)
¥ org.zaproxy.zap.ZaproxylntegrationTestSuite (0,000 s)
4 fiil org.zaproxy.zap.extension.ZapExtensionsAllTestSuite (0,000 s)
¥ org.zaproxy.zap.extension.ZapExtensionsUnitTestSuite (0,000 s)

¥ org.zaproxy.zap.extension.ZapExtensionsIntegrationTestSuite (0,000 s)




Providing Test Guidelines

‘ Code
‘ Coverage
Code Quality
Driven

Development

‘ Behavior
‘ Naming
‘ Conventions
Test Libraries
‘ Test Suites
Types of
Tests



Pull vs. Push

Photos: One Man Think Tank



http://blog.ralfw.de/2013/11/zug-ist-okonomischer.html
http://blog.ralfw.de/2013/11/zug-ist-okonomischer.html

Measure Code Coverage

Coverage Allin zaproxy (2)
Coverage Summary for 'all dasses in scope”: 3% dasses, 2% lines covered

t Element Class, % Method, % Line, %
. 51 org.parosproxy.paros 100% (1/1) 10% (3/30) 8% (30/354)
T [ org.zaproxy.zap.edensio... |100% (1/1) 36% (1/19) 37% (36,/95)
Ea org.zaproxy.zap.extensio.. |100% (1,/1) 1% (9/11) B4% (21/29)
T Ea org.zaproxy.zap.extensio.. |100% (1/1) 53% (8/15) 65% (19/29)
B [ org.zaproxy.zap.users 100% (1/1) 57% (15/26) 69% (71/102)
57 ch.csnc.extension.util 100% (2/2) 92% (12/13) 80% (125/155)
X [ org.zaproxy.zap.extensio... |100% (2/2) 75% (3/4) 85% (17/20)
? Ea org.zaproxy.zap.network (100% (2/2) 54% (6/11) 41% (31,/79)
Ea org.zaproxy.zap.model 100% (4/4) 36% (31/86) 31% (120/387)
51 org.zaproxy.zap.spider 100% (4/4) 88% (24/27) 88% (272/307)
51 org.zaproxy.zap.utils 100% (4/4) 34% (16/47) 27 % (50/184)
[ ch.csne.extension httpeli... |100% (5/5) 53% (30/586) 45% (123/273)
Ea org.zaproxy.zap.control 100% (6/6) 41% (31/75) 52% (1B88/358)
Ea org.parosproxy.paros.cor.. | 100% (8/8) 64 % (31/48) T71% (201/283)
[21 org.parosproxy.paros.net... | 71% (5/7) 36% (60/168) 27% (275/1018)
51 org.parosproxy.paros.co.. |50% (1/2) 3% (1/31) 0% (1/195)
[ org.zaproxy.zap.edensio... |42% (3/7) 9% (6,/66) 10% (34/334)
Ea Org.parosproxy.paros.mao.. | 28% (2/7) 2% (0/224) 2% (29/1402)
Ea org.zaproxy.zap.authenti... |25% (2/8) 13% (7/51) 20% (28/139)
[ org.zaproxy.zap.extensio... |20% (1/5) 2% (1/46) 0% (1/274)
[51 org.parosproxy.paros.view |16% (1/6) 2% (2/92) 0% (5/521)
1 orgzaproxy.zap.session  [16% (1/6) 2% (1/35) 3% (3/98)
Ea Org.Zaproxy.Zap.view 8% (1/12) 3% (5/138) 2% (16/738)
0% ([0/0) 0% (0,0) 0% (0/0)
E1 ch 0% (0/0) 0% (0/0) 0% (0/0)
E3 ch.csnc 0% (0/0) 0% (0/0) 0% (0/0)




Move Tests close to Production
Code

zaproxy (C:\Data\ldeaProjects\zap\zaproxy)
[ build

[ javadocs

1 lib

[ license

[ python

[ sre

[ test

4 22 proxy-test

Test code for the OVWASP Zed Attack Proxy

[:1 ch.csnc.extension
[£1 com.sittinglittleduck. DirBuster
EJ org
G [ testlib
-1 wave
-] wavsep
— zap-checkstyle.xml
— e zap-checkstyle-suppressicns.xml




Instant execution from IDE

B- 5 zaproxy (T Daty oo LR
1 build m Copy Strg+C
[ javadocs Copy Path Strg+Umschalt+C
. Copy Reference Strg+Alt+Umschalt+C
£ lib = Run [ | ch.cenc.extension in zaproxy
[ licenze [l Paste Strg+V
B python Find Usages Alt+F7 b‘ .LE | 1 % | 1+ 4 D
Esrc Find in Path... Strg+Umnschalt+F | e extension (ch.cone
g t )|
%7 ch.csnc.g Replace in Path... Strg+Umschalt+R o ; . AliasCertificateUnitTest (ch.csnc.extension.httpclient)
1 db Analyze » i@ AliasKeyManagerUnitTest (ch.csnc.extension.hitpelient]
Bl doc B Finde R = (@ S5LContextManagerUnitTest (ch.csnc.extension.hitpelient)
[ fiter indbugs ‘ﬂ . SunPKCS11ConfigurationUnitTest (ch.csnc.extension.httpclient)
Blf Refactar 3 B . EncodingUnitTest (ch.csnc.extension.util)
UZzErs
BT hel d Add to Favorites . % . MNullComparatorUnitTest (ch.csne extension.util)
elp.zap 2 R
[ lang Show Image Thumbnails Strg+Urnschalt+T »
[T license Reformat Code... Strg+Alt+L »
Edlog Optimize Imports... Strg+Alt+0 2
Elorg Delete... Entf
[51 plugin
P Make Module ‘zaproxy’
[ resource R )
. Compile 'ch.csnc.extension’ Strg+Umschalt+F9
B scripts.te
- . [#¥] Save ‘Testsin 'ch.csnc.extension”
-@ | WRun Tests in 'ch.csnc.extension” Strg+Umschalt+F10 CheckStyle &% FindBugs-IDEA = 0: Messages Terminal
Tests Passed: 48 passed i| §K Debug 'Tests in 'ch.csnc.extension”




Run all Tests during Continuous
Build...

<target name="test" depends="compile'">
<!-- Run the JUnit tests —-->
<junit printsummary="yes" haltonerror="on">
<classpath>
<!'—— [...] ——>
</classpath>
<formatter type="plain"/>
<formatter type="xml"/>
<batchtest fork="yes" todir="results">
<fileset dir="${build}">
<include name="**/*UnitTest.class"/>
<exclude name="**/Abstract*Test.class"/>

</fileset>
</batchtest>
</junit>
<I-——J...] ——>

</target>




...and let it@ fail when any tests fail!

Jenkee TIOTONy-test 2803

# Dmicto orpes
Q O Console Output
- ez S3arTed DY UPATIOAR FrOJEcT “FAp-estesrions” build murber 137
Building Lin workepace [ vaz/lib/ienkinia/VCIRARPACS ! IEPICR7-CENT
B comsole Owtout Updating Sttps://zaprosp-tess guogiecsde com/sun/tiusk at sevisise ‘3014-D4-10TCZ:33:03.TE3 8700°
Az zeviszom 147
L Vinre aa plam taxt re change for hsspa://septoay-test. geuds .t/ gesssunk pince the pzevious bulld
- (nsproxy-test! & ant vest
| Bl ALty FUALALile: /vaz/1iD/]enKARS/VUTKAPSOR/ EAPTONY-Cost/bulld. kal
© oetciz B fuss
[dulete] Daleting direcsccy /vas/lik/jenkdi
& rouns e {zkdir} Created dir: /vaz/lit/iest
& B Bl cag(in)
[eoko] Corpiling the scoxow, .
. teas Slg [7avaz] Corpiling I scurce file o /wazr/lib/jenkins /ucckepace/zspcoxy-cest/build
[3avas] Corpiling 2 scusce files to /var/lib/jesiins/wazkipece/zepsoxyrtest/build
[zevaz} Coegriling 3 scuzce 2iles to /waz/lid/je=iins, /build
[iavac) Corpiling 1% scutce £iles tc /vaz/lin/y / test/bulld
- .
§ Ant T [3avac! Complling 50 scurce Files 1o /var/Lik/Jentina/workepece/ssprony-test/bulld
| ot that:
+ gongsle [yonit] NRINING: ==ltiple vacsicone of ant detected in peth for Junis
est [zunzs) jaz:file: fuss/share/Javesant.Jes! /osg/apache/tocla/ant/Projecs .cluns
{ " [funie! and jaz:file:/vaz/lib/jenkina/wockapece/ seproxy/bulld/ sap/lon/ant  Jas ! /acg/ spache/boales et/ Szciect .
o meny [3unit! Buaning ch csse. ewsension kivpelient. AliesCersificeralulsTesn
[juniel Tesss run: 4, Falluxes: O, Fxzoxw: 0, Time wlapesd: 2.426 sea
! demiey-sddons [Jnit] FunAing of. SeEc wXTenEion hITpolient AisaeyMaAnagesO=lzTess
[7onit] Tests zun: B, Tailures: O, Ixzczw: O, Time elapesd: ©.363 ez
{zonit] Zunning =h.csecs Brtpcliient . STLC ETuwt

{unzt! Tes:s sun: 8, falluces: 9, Zzxcoze: O, Tiew alapesd: O.41% sec
[funse! Junning eh ssec. ertension brtpelient Seal¥CiiiConfigueaticnlnicTesy
[fanivl Tes wun: 3%, Fallures: 9, Txxoes: O, Tiew slepaed: G.2 sec
[7oniz] Zunning wh. osse, wTil, FoRLTTees

[7anit] Tesze zun: &, Fatluves: O, Trzozw: O, Time slapesd: ©.143 anc
[funit) Junning =h.cese. wril.Wul tTarz

[ronie} Teste zun: I, Failuzms: O, Zrzoze: O, Tims slapesd: ©.138 sec
[Sunie! Bunning coo.sittinglivtlieduck.DizSaster tasySSLbrotocoliccketfactaryininsTese
[funte] Twsyn zun: €, Falluxer: O, Excezs: 0, Tiow elspeed: 1. 095 sec
[J9nLsl 3uUARiNg OXg PATOIPIOKY . PATDS . 00Ke . ROAAT FDUnitTest

[yunit? Teasa gun: 7, TFailuxes: O, Trzoaw: O, Tine slapsed: 9,363 sep




ZAP is very Ul heavy which makes a lot of the code hard or
Impossible to unit test
Right now there are no GUI Tests Iin place for ZAP

Several free Ul Testing Frameworks exist for Java Swing...

...unfortunately none is actively maintained any more



Testing Is a crucial part of Software :
Development Conclusion

Good Tests are the better

documentation

Tests can make a difference

between a prospering and a dead-end
OSS project




Thank you!

Bjorn Kimminich
Web: http://kimminich.de
Twitter: @bkimminich



http://pixabay.com/de/erde-globus-earth-welt-afrika-328054/
http://blog.ralfw.de/2013/11/zug-ist-okonomischer.html

